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GDPR AND CCTV 
 
The General Data Protection Regulation (GDPR) is only around the corner. The new 
regulations will change the way organisations approach data and the capture and handling of 
CCTV footage.  It is important for businesses of all sizes to understand the regulatory 
requirements, and know what actions are needed to be prepared.  The GDPR regulation will 
come into force on 25th May 2018.  The penalties facing businesses for non-compliance are 
fines of up to €20 million or 4% of global annual turnover. 
 
Once recognisable images are collected from the CCTV system, you are then managing 
‘personal data’.  So, the reality is you are now acting as a Data Controller, and with this comes 
responsibility.  A Data Controller must be able to justify the obtaining and use of personal data 
by means of a CCTV system. 
 
A few steps to consider regarding GDPR and CCTV. 
 
 
Is your CCTV system justified? 
You need a CCTV Policy Document to declare why the CCTV system is in place. 
 
 
 
If the CCTV recording unit is 
taken during a robbery, is this a 
data breach? 

 
Yes, if the CCTV images in the 
recording unit holds visible footage 
of individuals. 
A Lockable CCTV cabinet should be 
installed to not only secure the 
footage but ensure GDPR 
compliance. 
 
 
 
 
Have you informed people within your premises or site that 
CCTV is present? 

 
Signage is required highlighting CCTV use, why it’s being used 
and a contact number of the data controller. 
 
 
 
 
 



 
 
How long is your current CCTV system 
recording data for? 
 
One month is the maximum, if data is recorded 
for longer, a risk assessment should state how 
long and why. 
 
 
 

What happens if a person asks for CCTV 
footage from the CCTV system? 
 
Before anybody can be provided with CCTV 
footage, you need to be sure there is a lawful 
basis for this disclosure. 
 
A CCTV Incident Log Book should be stored 
and used when disks are issued. 
 
If any other individuals are visible in the 
footage, the footage may need a redaction 
service provided i.e. blur out the faces of other individuals. 
 
 
What happens if the Gardai request CCTV footage? 
 
The Gardaí may request footage from you and you 
may supply this, but always ensure the Gardai 
complete the incident log book form.  
 
Gardai will often just want to view the footage on the 
premises of the Data Controller or Processor, this 
action would not raise any concern for data protection. 
 
 
Any implications regarding CCTV system images being 
viewed by a 24hr monitoring station? 

 
Signage to be installed on site to inform visitors. 
 
A GDPR commitment statement is required from the 24hr 
monitoring station. 
 
 



Any other litigation issues that we should be aware of? 

 
Over the past few years, claims have being awarded to visitors in public areas of premises due 
to alleged injuries. 
 
The issue of gaps in CCTV coverage, leaving blind spots, arose. 
 
A claimant may be seen entering the premises and may also be seen leaving a blind spot holding 
his head, now your CCTV system has proved that the claimant was in your premises and shows 
the claimant possibly having sustained an injury. 
 
If a member of the public can enter the premises, 100% coverage is required. 
 
 
Disclaimer 
 
In this document, GDPR and CCTV (Example Guidelines), the examples given are generic 
only.  They are given in good faith and do not constitute legal advice.  Merrion Alarms Ltd. 
are not GDPR practitioners. 
 
It is strongly recommended that you take a look at the existing guidance from the data 
protection regulator and take a look at recent cases where organisations found themselves in 
trouble.  You can see a lot of material from https://www.dataprotection.ie/docs/data-protection-
cctv/m/242.htm. 
 
There is a responsibility on those collecting personal data by means of CCTV footage, amongst 
all other obligations of the GDPR, to demonstrate that the data is protected, both technically 
and organisationally in full compliance with the GDPR, e.g. Staff Policy, Staff Training, IT 
Security Controls, etc. 
 


